TRACKING TERESA 1

GRADES 5-6

Time: 20-25 minutes

Students attempt to identify appropriate information to share
online by circling items on an information sheet. While watching
"Tracking Teresa," students look for safe and unsafe online behaviors
in the scenario. They then reevaluate their choices on the information
Internet sheet and discuss with a partner any changes they made.

Safety Program Goal

Message Enhance a child's ability to recognize dangers on the Internet.

| will never share personal M

Tl FETTEE) S £ i e computer lab or computer connected to an LCD projector or
television monitor

* "Tracking Teresa" vignette from the NetSmartz "1-360" program

guardian’s work address/ « Teresa01 online profile visual aid (can be copied onto an

telephone number, or the overhead transparency)

name and location of my * "All About Me" worksheet

school without my parents’
or guardian’s permission. Act“"tv

address, my telephone

number, my parents' or

Hand out the "All About Me" worksheet, explaining that this
— - is information about a teenage girl named "Teresa." Instruct
the students to circle any information that Teresa should

not reveal online.

On the board, overhead, or computer, create two columns titled "Safe Online Behavior" and
"Unsafe Online Behavior.” Tell the students that they are going to see how a girl named
Teresa was tracked from the information she gave in a chatroom right to her doorstep.
Show "Tracking Teresa" to the students.

Show Teresa's online profile sheet using an overhead transparency. Ask the students to point
out the "personal identifiers” from the profile. Discuss how those identifiers can be used to
track Teresa to her home address. Discuss what safe and unsafe behaviors Teresa exhibited
online and list them on the board. Using a different color writing instrument, ask the students
to recheck their original responses and add or delete any information that should not be
shared online. Have them then discuss with a partner why they made those changes.

What should you do if you're asked to fill out personal information on the computer? Leave
profiles blank. If the students ever feel pressured to give personal information or something
requires filling in personal information, they should ask a parent, guardian, or trusted adult
for help.
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World Wide Web Online (Chatroom-Music)
File Edit GoTo Mail Members  Window  Help

Music - Teen Chat982

OnlineHost: Member's Profile =

OnlineHost:

**You are in: Music - Teen Chatosz~{| Profile for Teresa01

OnlineHost: * Member Name: TeresaO1

Clcra8: 15/m texas «Birth Date: 8 people here

SHJOP179: how u doing « _ocation:
Foo711: im ok where are yo «Sex:

Spam32: Mass iy y "
SHJOP179:  Philly * Hobbies: Basketball, hanging out with my

SHJOP179

Stripes228: good good z g : Teresa01
Foo711: s friends, music, ignoring my baby

Spam32: any ladies with pics brother Billy Jr. Stripes228

~~~CAKryslkte has logged in™" . Computers: PS133 Clcr48

CAKryslkte: age/sex check - A
Spam32: hey everyone ~ Occupation: Student CAKryslkte

“~~Bullsare1 has logged in

Bullsarel:  hey hey hey™ __Locate [_E-mail | Help Bullsare1
Stripes228:  hi foo =<> Spam32
Foo711: what r u listening

SHJOP179: just gota new cd... =p
Clcr48: listening to girl band 2nd album Instant Messerlﬂer

CAKryslkte: cool! got one too i !
~~~Teresa01 has logged i~~~ ﬁg\:\?ifg‘?iﬁhey Taranei). # Find A Chat

Foo711: hey teresa01 \

Teresa01 hi everyone ® Private Chat
Spam32: hey therel * Chat Preference
Teresa01 what did | miss? g

Bullsare1l:  nothin much! # Notify

Foo711: talking about what u all r listening.. =) ° Directory

Teresa01: Get a life stripes
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TRACKING TERESA 1

ALL ABOUT ME

\ ID: TERESAO1
REAL NAME: TERESA DOE
LOCATION: 111 LIBERTY RD. LAUREL
AGE: 10
MARITAL STATUS: SINGLE
GENDER: FEMALE
OCCUPATION: STUDENT
MY E-MAIL: TERESAQOIQEMAIL.DOT

More About Me

HOBBIES: Collecting seashells, rollerblading, English class, playing with baby brother Billy Jr.
LATEST NEWS: I'm collecting beanie babies, looking for Peace Bear Snowball the
Snowman and Tank the Armadillo (with shell). If you're willing to sell
for $20 or less, call 1-555-555-5555 after 5:30 P.M. (EST) ask for Teresa
or Sue.

Favorite Quote

“AlM FOR THE MOON, BECAUSE IF YOU MISS YOU'RE STILL AMONG THE STARS.”

Links

HOMEPAGE: www.doefamily.dot
COOL LINK1: www.nick.dot
COOL LINK 2: www.cartoonnetwork.dot
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